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Abstract - The aim of this paper is to present
the means of black-box on-line test evaluation
for hybrid real-time systems. The described
procedures can be used for the model-based
testing process so as to improve its
effectiveness. In particular, intelligent
automotive validation functions are
considered, which are divided into different
types depending on the nature of the
evaluated issue. All provided definitions are
specified on the meta-model level according to
the Model Driven Architecture (MDA) trends.
The application of the concepts given in this
paper contributes to the continuous on-line
test analysis and is exemplified by a
component of an Adaptive Cruise Control
model in Matlab/Simulink/Stateflow ®.

1. INTRODUCTION

Model-based black box testing is an evolving
technique for generating a suite of test cases from
the system design. It helps to ensure a repeatable
and scientific basis for system testing, gives good
coverage of all its behaviors and allows tests to be
linked directly to the requirements [21]. Model-
based testing gained a lot of momentum in the
last years due to its automation potential [7], [8].
The generated test designs are provided in a
graphical way, executable and they include an
oracle component which assigns verdicts to each
test [3].
Considering testing of embedded reactive
systems, the attention is put on their hybrid
nature, complexity and time constraints. Thus, the

1This work has been partially supported by the German
National Academic Foundation, http://www.studienstiftung.de/.

test evaluation mechanisms become to be more
complicated than for standard software. Such
aspects like assessment of signals quality in time,
duration or frequency of particular actions and
catching of test purposes from the specification
contribute to the evaluation of test execution
results.
The way, how the test evaluation means (i.e.
validation functions) presented in this work, are
differentiated relates to the identification of
requirements during the development of the
investigated systems, where mixed continuous
and discrete signals appear, time becomes to be
the relevant aspect and specification coverage
must be reached. However, we focus on testing of
the functional requirements [10] by now.
Further on, the on-line evaluation of the results for
a given black-box test campaign is reached. The
presented approach defines libraries of validation
functions that are able to continuously update the
verdicts for a test case. Scalability of the test is
supported by libraries extension mechanism.
Systems may be analyzed either using the
predefined validation functions or by building new
ones on the given templates. Additionally, we
base on the concept of "model-in-the-loop". It
serves for testing at the early stages of the
development line, where only system designs
exist. We foresee also the need to transfer our
evaluation means for application on other test
levels (i.e. "hardware-in-the-loop").

1.1 Model Driven Architecture Context

Typical verification method used for testing of
hybrid reactive systems is their simulation. This
process is essential to verify the functionality of
the system, but it is not exhaustive due to the lack
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of particular test scenarios [14]. Applying
sophisticated test mechanisms to understand the
system behavior during simulation improves
development effectiveness and assures a
systematic test process. One of the promising
testing options is to use automatically created test
models based on requirements and system
design [2], [7], [8], [23].
Such an automatic and systematic generation of
test campaigns can be achieved by application of
the model driven testing2 approach [8], [22]. Thus,
we aim to test systems along the Model Driven
Architecture (MDA) [2], [16].
The approach shown in the following is based on
the work described in [23], where a system meta-
model representing hybrid behavior and its test
meta-model are both defined as Meta Object
Facility (MOF) [17] models. We embed our work in
the context of MDA as we plan to enable
automatic transformation of both requirements
and system models into test models in the future.

1.2 Paper Outline

The paper is structured as follows. After the
introduction, Section 2 gives an overview on the
related work to the considered subject.
Automotive validation functions are presented in
Section 3. Section 4 provides examples of system
and test models for one component of an adaptive
cruise control in Simulink/Stateflow [12], [15]. In
particular, the application and contents of the
validation functions are shown. Also the
functionality behind the meta-classes is depicted
and algorithms are described. In Section 5, the
results are discussed and conclusions are drawn.
Finally, future work challenges are outlined.

2. RELATED WORK

In the following, available test methodologies, at
least partially supporting on-line test evaluation
are introduced.
An approach used mainly for testing temporal
safety critical requirements is presented in Safety
Checker Blockset [14] and EmbeddedValidator
[1]. It deals with a set of properties being the
combination of model's variables that are
connected to a proof operator (i.e.
"NeverTogether", "NeverAfter", "A_implies_B"). A
test model typically expresses an unwanted
situation (i.e. the cruise control should never be
active while the driver is braking). The verification

2 We enhance MDA with a separate development line for
testing artefacts so as to define testing in the context of MDA

process assesses if this situation is reachable or
not and on this base establishes the test outcome.
Only few temporal constraints are checked and
the methodology needs further detailed research.
Another option described in [20] is based on
examining the values of different signals present
in the system under test (SUT). The common
procedures are checking whether any of the
elements of the signal at its input is nonzero or
does not exceed specified limits during model
execution. If it is the case, an assertion arises.
This method covers relatively simple issues,
without considering complex features of
continuous signals.
Reactis Validator [4] provides a test framework to
graphically express assertions that check SUT for
potential errors, and user-defined targets that
monitor system behavior in order to detect the
presence of certain desirable test cases. If a
failure occurs a test execution sequence is
delivered and it leads to the place where it
happens. However, no predefined validation
elements enabling a systematic test design are
available.
In the research presented in [6] watchdogs'
applicability is foreseen and exemplified. The
watchdog is used for a single requirement and
logs the violation of the respective model property
in form of a Boolean output variable. Our
validation functions are similar to this approach,
although we aim to structure and systematize our
solution.
The Time Partition Testing [11] method and its
implementation use a special assessment
language to write the test evaluation mechanisms
and to assign the verdicts, however the process is
performed offline.
The verdict concept used for assessing the test
outcomes occurs in such standards like UML 2.0
Testing Profile (U2TP) [18] or Testing and Test
Control Notation - version 3 (TTCN-3) [9], [13]. In
TTCN-3 local verdicts contribute to a global
verdict which is calculated from the local ones
based on the overwriting rules. Verdicts are
evaluated on the fly, however continuous signals
can be generated and analyzed only to some
extent by now [19]. Such a verdict assessment
corresponds to our approach.
We aim to combine the test process advantages
of the already mentioned approaches. We obtain
a systematic method capable of dealing with
reactive tests that check complex properties and
requirements of automotive systems. We provide
a test framework, test templates, generic,
graphical validation functions and other test
components collected in a Simulink library.
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3. VALIDATION FUNCTIONS MEANING

Our focus is to evaluate both discrete and
continuous signals quality on-line during a single
model simulation. Our approach aims to evaluate
the SUT signals by predicting their identifiable
features or flow. We compare them with the
expected values applying sophisticated validation
functions. A validation function corresponds to the
commonly known watchdogs [6] or assertions with
pre- and postconditions [4], but it is additionally
structured in a systematic way. We deliver
Automotive Validation Functions as we focus our
research on the problems specific to the
automotive domain. Such functions are
independent of test data. They can set the verdict
for all possible test data vectors and activate
themselves only if some predefined conditions are
fulfilled.

Another advantage of the proposed concept is to
use the same development language for both -

system design and test design so as to integrate
testing and system modeling. We also enable
easier covering of change requests throughout the
development phases and finally we want to
evolutionary improve both processes parallel
during the project time.

Automotive Validation Functions (AVFs)3 serve to
evaluate the execution status of a test case by
assessing the SUT observations and/or additional
characteristics/parameters of the SUT.
Verdict is the assessment of the SUT correctness
yielded by a test case [18]. It is used to report
failures in the test system.
AVFs contribute to the overall concept of Test
Behavior4.

3.1 Structure behind the Automotive
Validation Function

We distinguish different types of AVFs depending
on the signal features that they test. Thus, we
consider characteristics which:

a) address the proper signal values or any
derivations (also when filtered or
transformed),

b) determine a single value or dependence
on a single value,

C) determine value dependence (i.e.
linearity) between two signals,

d) demand temporal dependence,
e) demand a specific signal flow (i.e.

continuity).
A further analysis of signals to be tested leads to
the considerations about their local and global
features. We define the first as testable at every
simulation step, whereas the latter ones apply
over a certain time/signal interval and are
available after a certain simulation step.
The detailed division of signal features that we
identified to be relevant by now, is introduced in
Table 1.

Table 1. Division of Signals Features versus
Signals Characteristics

Local Global
a) - Signal values comparison - Response delay

(i.e. raw signal, filtered
signal, transformed signal
values comparison)

b) - Single value dependence - Detect max, detect min,
check (using <=,<, =, !=, >, detect inflection (i.e. step
>=) response maximal

overshoot)
c) - Signals functional

dependence check (i.e. if
increase detected then
decrease expected),
- Linearity detection

d) - Signal value at a certain
time check (i.e. consumption,
emission)
- Time check by a single
value = time stamp check
(i.e. step response settling
time)
- Time interval between two
events (i.e. step response
rise time)

e) - Signal specific flow
recognition (i.e. detect
decrease, detect increase,
detect constant, detect a
predefined function flow),
- Continuity check
- Continuous derivative
check

By creating the AVFs we consider requirements
as well as system models to be our source of
information. We split a requirement using a set of
generic rules first:

IF precondition -1 AND .... AND precondition_m

THEN assertion 1 AND .... AND assertion _n,

3Words written in cursive represent the meta-classes of the
test meta-models introduced in [23].
4We define Test Behavior as the interactions between and
inside Test Data, SUT and Validation Functions.
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An AVF represents such a single elementary rule.
The system model delivers the signals for
observation and control.
An abstract template for a Validation Function
(shown in Figure 1) consists of a preconditions
block which activates the assertion block where
the comparison of actual- and expected-signal
values happens.

Figure 1. Structure of AVF - a Template

> InOut Bus Looal \rdict
Verdict

Assertion

Preconditions and assertions blocks are built
following the schema shown in Figure 2.

Figure 2. Preconditions or Assertions Blocks
Contents - Template

InOut Loca
Bus Extraction Tolerance Verdict

They include an extraction part and a tolerance
checking block. In the extraction part a proper
precondition or assertion is formulated whereas in
the tolerance block the permitted tolerance of the
signal variation is provided. A general rule
governing the tolerance check is:

obtained signal(time) < e

where:

obtained signal(time) - is a signal delivered by the extraction
block at every simulation step,

£ - is the permissible tolerance.

If testing of one requirement demands more rules
combinations, we implement all of them and
conclude with a verdict according to the arbitration
algorithm.

3.2 Arbitration Process

AVFs update the verdict of a test case. Predefined
verdict values are pass, fail, inconclusive, none
and error. Pass indicates that the test behavior
gives evidence for correctness of the functional
aspects of the SUT for that specific test case. Fail
describes that the purpose of the test case has
been violated. An error verdict shall be used to
indicate errors (exceptions) within the test system

itself. Inconclusive is used for cases where neither
a pass nor a fail can be given. When the
preconditions of the AVF are not fulfilled or before
another verdict can be set a none verdict is
delivered.
The verdict of a test case is calculated by the
arbiter. Arbiter is a property of a test case to
evaluate test results and to assign the overall
verdict of a test case [18]. We provide a special
Simulink/Stateflow arbitration block to play the
role of an arbiter in our approach.
During test execution, each AVF responsible for
verdict assignment, continuously reports verdicts
to the arbiter. The arbiter produces the final
verdict from those intermediate verdicts.
There is a default arbitration algorithm. It is used
while delivering the verdict for a single
requirement evaluation or for the entire test case.
Verdicts are ordered according to the rule: none <
pass < inconclusive < fail < error. A meta-class of
an arbiter contains method for updating the final
verdict.

4. EXAMPLE ON THE BASE OF
SIMULINK AUTOMOTIVE MODELS

The Adaptive Cruise Control (ACC) [5], [6] system
controls the speed of the vehicle while maintaining
a safe distance from the preceding vehicle. The
activated system monitors the road in front of the
vehicle. If there is no vehicle ahead (so called
target), the system regulates the vehicle speed.
As soon as a preceding vehicle is recognized, the
distance control function is activated which makes
sure that the vehicle follows the vehicle in front at
a safe distance.

In this paper, a simplified component
Pedallnterpretation (Figure 3) of the ACC is used
for illustration purposes. This subsystem can be
employed as a preprocessing component for
various vehicle control systems. The pedal
interpretation subsystem interprets the current,
normalized positions of accelerator and brake
pedal (phi_Acc, phi-Brake) by using the actual
vehicle speed (v_act) as desired torques for
driving and brake (T_des_Drive, T_des_Brake)
[5], [6]. Furthermore, two flags (AccPedal,
BrakePedal) are calculated which indicate
whether or not the pedals are considered to be
pressed. The software requirements are
summarized in Table 2 [5], [6].
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Table 2. Software Requirements Specification for
Pedallnternretation (excernt) [51 [61

SRPI-
01

Recognition of pedal activation
If the accelerator or brake pedal is depressed
more than a certain threshold value, this is
indicated with a pedal-specific binary signal.

SRPI- Recognition of brake pedal activation
01.1 If the brake pedal is depressed more than a

threshold value ped_min, the BrakePedal flag
should be set to the value 1, otherwise to 0.

SRPI- Recognition of accelerator pedal activation
01.2 If the accelerator pedal is depressed more than

a threshold value ped_min, the AccPedal flag
should be set to the value 1, otherwise to 0.

SRPI- Interpretation of pedal positions
02 Normalized pedal positions for the accelerator

and brake pedal should be interpreted as
desired torques. This should take both comfort
and consumption aspects into account.

SRPI- Interpretation of brake pedal position
02.1 Normalized brake pedal position should be

interpreted as desired brake torque
T_des_Brake [Nm]. The desired brake torque is
determined when actual pedal position is set to
maximal brake torque T_max_Brake.

SRPI- Interpretation of accelerator pedal position
02.2 Normalized accelerator pedal position should

be interpreted as desired driving torque
T_des_Drive [Nm]. The desired driving torque is
scaled in the non-negative range of velocity in
such a way that the higher the velocity is given,
the lower driving torque is obtained.*
* A direct interpretation of pedal position as motor torque
would cause the undesired jump of engine torque while
changing the gear maintaining the same pedal position.

Figure 3. Pedallnterpretation Design [5], [6]

requirement. This proceeding order will illustrate
how the test design looks like.
Concerning the requirement SRPI-02.2 the AVFs
are designed and shown in Figure 4. Apart from
the actual feature check, we deal here with
preconditions that must be assured so as to
activate the proper assertion.

Figure 4. Evaluation of Requirement SRPI-02.2

-1|n0ut "Ius Loe1Aedit I

n ot n -r -s

Let us analyse the second part of the SRPI-02.2
requirement in details. The following feature must
be checked: If one quantity increases under
certain conditions, the other one decreases
(Figure 5). Hence, firstly the preconditions are
assured. If the desired driving torque is non-
negative, an increase in velocity is detected and
the acceleration pedal position is constant then
the feature can be evaluated. When the expected
decrease is detected, pass verdict is delivered,
otherwise fail appears.

Figure 5. AVF for the Selected Part of
Requirement SRPI-02.2

~~~~~~~~~~~vte

Bus Deted Const3nt Logio31. D~,.

En3ble
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4.1 Functionality behind the
Automotive Validation Functions

In the following simplified excerpts of AVF blocks
are introduced. AVFs analysis is performed
starting with SRPI-02.2 requirement and going up
through SRPI-02.1 and SRPI-01.1(3) where
complexity is proportional to the number of the
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The next requirement of our concern is to check if
the dependency of two quantities proceeds
linearly with an assumption that the line is
crossing certain points. In our example, the
requirement SRPI-02.1 demands a linear
dependence of brake pedal position to brake
torque and crossing of (0,0) and (100,
T_max-Brake) points. This feature belongs to the
category detect a predefined function flow. Thus,
the following approach decides about the verdict.

The slope of a linear function is equal to:
PA equivalently slope PBslp T

,euvlntlyslp =TB
TA T

where:
PN - pedal position at time N
TN - Torque_des_Drive at time N

Hence,
TB PB thus T 100
TA PA TA PA

where:
Tmax- T_max_Brake

Additionally, tolerance value of the signal linearity
deviation should be considered. In our case we
assume 5 % of Tmax/TA in the positive and
negative direction as tolerance range.

0.05 x ax> Tmax 100 < 0.05 xTmax
TA TA PA TA

All the mentioned equations are designed using
Simulink/Stateflow in the assertion block shown in
Figure 6. This requirement must be fulfilled during
the entire test execution, thus there are no
preconditions.

Figure 6. Assertion for Requirement SRPI-02.1
En.bl.

L e ~ ~~~~~~~~~~~~~~Re tive to Ierance
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Finally, SRPI-01.2 and SRPI-01.4 requirements
are tested. We verify the functionality of
Pedallnterpretation subsystem where brake and
drive pedals flags are calculated. We deal here
with value-discrete signals at the SUT output. The
evaluation of the pedal positions recognizes a
pedal as pressed only if it is activated above a
certain threshold value, called ped_min. This
statement forms the precondition blocks contents

of the AVF. Assertion blocks assume that the flag
is activated if the pedal position is equal or higher
than ped_min, whereas it is deactivated for pedal
position lower than ped_min. The situation is
depicted in Figure 7.

Figure 7. Evaluation of Requirement SRPI-01.2

hIOut Bus L-c1 Verdiot
Colleot
Verdid
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All the considered AVFs concepts are provided in
a Simulink library created for testing purpose.
Simulink libraries are collections of blocks that can
be used in models. Blocks copied from a library
remain linked to their originals such that changes
in the originals automatically propagate to the
copies in a model. Libraries ensure that the
models automatically include the most recent
versions of previously defined blocks and give fast
access to the commonly used functions. The
testing blockset contains AVFs and other
elements needed to generate Simulink/Stateflow
test models. At the moment, tests are generated
manually. Automation of this process is aimed,
however this is beyond the scope of this paper.
The presented AVFs are created for component
tests, however they may be re-used without any
changes also for integration or system tests as
some issues must be evaluated on
comprehensive levels. This is an advantage of our
solution.

5. CONCLUSIONS

This work presents the splitting of the validation
process for hybrid real-time systems. Different
types of AVFs are applied for test result
assessment. The nature of the evaluated behavior
establishes the way of test methods division.
Continuous and discrete aspects are explicitly
provided so as to express hybrid nature of the
SUT. In particular, we show examples of checking
the dependencies between two quantities and
value-discrete signals analysis. In this paper, we
demonstrated our research with
Matlab/Sim uli nk/Stateflow models. The approach
itself, however, is independent of the modeling
language. The essence is the notion of "model-in-
the-loop" simulation.
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We consider the character of requirements and
SUT in- and output signals to be the deciding
factor for the way of test means definition. Work
related to the evaluation and arbitration
mechanism is shortly mentioned. We present
different types of AVFs and verdicts. The
feasibility of the approach has been depicted on
the base of the Pedallnterpretation test models in
Simulink. Functionality and algorithms hidden
behind the concepts have been elaborated.

In the future work the definition of AVFs must be
completed. We will analyze further commonly
known signals and their features to provide more
systematic AVFs patterns.
In our approach we focus on AVFs without
analyzing test data generation, that is why our
further aim is to combine the validation functions
with intelligent data selection and thus to provide
abstract test scenarios. We want to support a
general fault model to handle detected failures by
using default or self-adaptation mechanisms.
Report generation for black-box tests is partially
available, where duration, frequency, location or
reasons of particular failures are explicitly named.
Finally, the quality of the requirements (also in our
example) is often not high enough to let directly
apply the appropriate AVFs. Thus, we consider
the specification driven tests for further
investigation.
Last but not least, an advantage would be the
automatic generation of test models from system
model and/or requirements and their execution in
a common framework. Thus, the transformation
rules between system and test development lines
have to be considered.
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